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ABSTRACT : The objective o this paper is to propose a survivability analysis method using essential
service and vulnerability. Survivability means an ability to provide essential services continuously in the
presence o attacks or accidents . To do this, we propose an equation to analyse the survivability on a
target network using the relation with vulnerabilities and services. To calculate vulnerability value used
in the equation, we use the simulation based vulnerability analysis. The proposed method is able to
analyze the survivability on target nodes and network quantitatively. Case study shows a validity of
proposed method.
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Fig. 1 Simulation-based approach for
vulnerability analysis
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Fig. 2 Concept of sample network
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Table 4 Value of vulnerabilities analyzed

Table 1 Definition of services on Nodel

AR 28 E(S) FTLE F A H VY
08 1 Vi
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Table 2 Value of vulnerabilities analyzed
by simulation on Nodel(assumed)

by simulation on Node2(assumed)
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Table 6 Value of vulnerabilities analyzed
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Table 7 Weight of each node

E=E(Ni) 74 A (wi)
Nodel 0.2
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Table 8 Summary of each survivability
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