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Design and experiment of MQTT-based ship remote monitoring

platform considering software functional safety

Lee, Chang Ui

Department of Computer Engineering,

Graduate School of Korea Maritime and Ocean University

Abstract

With the recent increase in demand for autonomous ships and remote
maintenance, ship equipment manufacturers try to remotely monitor
their products and integrate related third-party products based on
common data communication protocol, instead of repairing them or
managing them through regular inspections when problems arise.
Accordingly, the International Organization for Standardization(ISO)
established ISO 19847/19848 in October 2018, a maritime data sharing

standard for collecting and remotely managing ship systems data.

In this paper, before applying ISO 19847/19848 to industrial sites,
risk and safety measures were derived by performing HAZOP(Hazard and
Operability Study) risk analysis in terms of software functional
safety. The derived safety measures were analyzed in detail using the

semi—formal methods of IEC 61508-3 and suggested ways to reduce the

— viii —
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risk. The system was designed according to the risk reduction method,
and the MQTT(Message Queue Telemetry Transport) protocol based ship
system remote monitoring platform was developed and verified through

experiments.

To do this, we collected and analyzed relevant prior research data
and analyzed the requirements of IS0 19847/19848, the data exchange
standard for remote monitoring platforms. In addition, the requirements
of IEC 61508 and HAZOP procedure were analyzed to evaluate software

functional safety.

In order to obtain more reliable data on the utility of the contents
proposed in this paper, we conducted an experiment to establish a test
environment using real vessels and collect the operating data of

De-SOx Scrubber system and monitor it remotely.

KEY WORDS : ISO 19847, IEC 61508, Functional Safety, HAZOP, MQTT
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150 19848 Stored Data service 150 19848

Fig. 3 ISO 19847/19848 concept model

[SO 19847 A= AutolA S40 2 HlolHE AFste 9715 I7HA &
2108 ARkt St

(1) 2~Eg|%(Streaming) W2 o2 B
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MQTTE= 2013y OASIS(Organization for the Advancement of Structured
Information Standards)ellA  [oTE 3 FEF ZEEZFE FIxHIOH
M2M(Machine to Machine), IoT(Internet of Things) 53 Zo] tj&Zo] vre %
A gl A TE2EZEN HAF dYy fjFlFo R FAEe ZEEFO]

L ZE2EZo| HluE ZPH YA [oTel 22 Aol &A] &2 Anlel wAA

wBe AsA Fol AgHT Utk
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7F SAATE TA AME EAstE dEdA FEATE Aol FA(TopioE
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Publisher Broker Subscriber
(Source) (Sink)

Subscribe(topic)

A

Publish{topic, data)

»

Publish(topic, data)

Fig. 4 MQTT communication method

(2) 8-S Wo g AgAe] @ Ao ugl HlolE AHFAolA %35}
S8ol= Wl o2 REST APIE AFE3S HTTP 22 EZ& A ¢kstar o)

HTTP(Hyper Text Transfer ProtocoD:= A& ZQl AW -Fo|dE F22
Fig. 5o} o] Fo|AEVF HHE QAW AMs 84 4E $ES
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FeoldEdl Aun, e A% A ol oz 2alEel 9y

i<l
o $93F T ulE Jd4< Zolwg s ¥l 924 (Connectionless)o] &4 o]t}

Client Server
(1) Connect
(2) Request
(3) Response
(4) Close

Fig. 5 HTTP communication method
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3.2 [EC 61508 8 7AH} £4

IEC 61508 AA 4 &oke] 715 b /MdEs &dfske 202 A7), A
A @ 28 7153 @Ak 7)7)(Electrical/Electronic/Programmable  Electronic
Safety-related Systems)E 74 wf Q3 7|5 AHS A3t b 8 FA

Table 1 Configuration of IEC 61508
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[EC 61508-1 UREA < 8 F AL
[EC 61508-2 E/E/PE ¢t I A 2HS 23 &7 AMgH
IEC 61508-3 AZEQ O 97 AL+
IEC 61508-4 Aol 2 oFoj(Definitions and Abbreviations)
[EC 61508-5 SILY 24 S 918 el tigh oAl
[EC 61508-6 [EC 61508-2, 3 ¢ & & 7lol= &<l
[EC 61508-7 [EC 61508 oA &73st= 7l& R 5

Mme

Lo

[EC 6150894 = FHFHFIE T3t A28 MaddA A 74, &4

B, A7)e) o|2r7A o] HAH HHe PAsL ek A A 2L )

o oo AT < 4xﬂowwlo1 B
Yolrh Az’ Szel el |77} oA k.

Collection @ kmou



o83 AT AN =& 9 Hrle] r1FoE [EC 61508 ¢kd A4
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A P R
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A4 A5 webd VER BASS Jso 5 A4y FRE 24T

_]_:[L
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E/E/PE A2 Az=egof @_; Il S R ‘ 238
ol QA O SRS B (O 2TARE Al) L2E4
=V 4
& Ameao| #ojarmEof

E/E/PE Al AT WEIER] SEAR
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===b . J 25 53 A3
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L |
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o g
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Fig. 6 IEC 61508-3 Software development life cycle

Collection @ kmou



33 93 ¥ &8 AF(HAZOP Study) A=} &4

[EC 615082 A~ZE O] A Z2A oA st FHE g4 Hrrdx
E F7I2 St Ao® AZEYS A 27 &

glof sttt [EC 61508914 = HAdEAR 4 HHS ZA/3 2 E(Decision
93 2@ 8 AT (Hazard and Operability Study(HAZOP), &% ¥l 1% B4
(Common cause failure analysis), v}F=ZE. == (Makov models), Al&A &2 ¢}
o]l 13 (Reliability block diagrams), &H7IEZ A& d <] (Monte-Carlo
Simulation)®] 67}A1& AAISt Jtt. E =FAA = NIPAY AXZEo] ki
4 3% N Thol=gklol A AAE L 9= HAZOP A5 7|¥te 2 3 b=
fFhstn AZEQOFE AT A(ATAAA ol oA QkgE W}t
& wao HAZOP 47 Az} Fig. 73 2t

( Arde ves 2o )
' 1

=4 i == H43

S8

Fig. 7 HAZOP study process
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Table 4 Matrix for risk level determination
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(2) AW (process parameter) A 2

ISO 198473} ISO 1984814 A oJgt /g wd o]l @ Aes 248t Table 5
of o] AMA2Hl Zsel et Fi3 Adutak S443F T4 tg FEeE
TEet FHMTFE =S8
Table 5 Definition of process parameters
257 ki
tolg A 7ls
tole =9 7|5
MW A 2=H 7]
toly A% 7ls
tolE 7H3 7%
AE F7]
As &5
ARb-S33E T4
4 AEA
4 A
(3) ¢Fol(guide word) o
IEC 61508-7° 41 AQtstal U&= tiTho] FollA AHAd AFAEES Frasty
aZEYOlA HY FRE & $ gAY AR VR $P0) He A9 =
71%5e] Aol raxis—}ﬂl oA A, UR Be B84 me 3rsl
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4789 kol E A8k

Table 6 Definition of guide words
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Table 7 Declaration of deviation

o
-
X | < o
ok T I I
1 ol
Pl T g
I D
= = o = ~ ~ % %o
o ®" ®" N R = __ﬂ W R
4 ®" n gom | = 5
CI 5 s |mE ol &
ar oo | o B | K | P o | ok |
oF M T W | < o @ iy T | e K| e K
A A R = | 10N ~ ~ % %0
T T g o ~ W 2} R0
y = i N omp | A < e
Lol - L — (| T
0 0 W iy A} juy
B o w oo o g 0 o nf- o mwp | oo | T oo
o8 B Mee (To |To@| WT | RE| M M|
lo umo n_mo
ojn gt TR N ojp ojn w X0
o R > > & R < >
(3 o) o 3 T ¥ 3 3
B 7 ®o o ° o o oo | < oo
oF ol T T o T T so 2F | mo H
T 7
— . v [l \WO
b mﬁ ST o2 = o | &y M oy
Jl f__LII Lol ._.__LII Z.E _ﬂLII H .._._LII N K z—l KX .A.__u .Nx_ ML
ifo o

1@ Kmou

10

L)
@

Coll



G dg<s Y3t

A <l(causes) 3+t

AdE Aol A Lol 01374] i3

uebA shtel Aol thsiAM R

A= B4ttt HAZOP ZA o]

L AR £Zo] of

1:1 T
Folxl & o& o tialA 31]'7%0] HJETQOJ FREHAOY T AHE A
sled Table 83 Zo] mE ddo gk ¥dS YeATH
Table 8 Identify cause of deviation
8 e o} Bz Ry
delel | sl A ot | ST AZBE SR Azl 89 A2d T
tole  w®W3rt | Holy WSyl | dRT ZAd #
SIS
I Ag 5%
A e MQTT | A= MQIT
A4 Qu0e | FAR Jgwe
Sdstne o9 | FYstne o9
NzRel Wsh | Aze] skl
dolE | Az 25 B[ Bold way | AL
29 | % AME HTTP & | 8= HTTP & )
Aol 3EE 3 | Holl 3E= 3l
oF ShEE 44 |of dmE 44
o e 240 |9 axo] €=
2% oe
Nzwl AE | el Azdel | alsl Azdle)
Hl o] § ) »
A 5 dolg W&t | deoly wWErt -
A7 WA 2 B A5
9l Azdel | aksl Azdo
H XX B
L B e i e P e = IS = R P -
g | T ko Ao

Collection @ kmou



AHE  MQTT
FAA ARk
FYsER 39
Al =gl o] W a7t

A= MQTT
FAA 4w
SasnE B9
AP ERCER

A% | Az" A5 2| gold wAYg | He
F7] 5 AW += HTTP & | A= HTTP &
ol g7 3 | Aol sHL 3
of Stmz &4 | o StmE S
o e aXo| |9 aXo] W=
A& e
E A u o
ds | s s sage] A9
Pl BA A A | s AE S=
= = o 7]_ _‘:_]E]j
EAG  EFdo|
2 =] h=!
B e g an |2 T o w0y
2% AR s Aol
A%HA 23
Al |l 2L A
Ea%  Fdo| s
@43 "oiA
S Tt "ojA A
A BAAAA | BA DA
A% Aol AR
HRo] A% \g
A 2% =
S gzidoel A
S92 o] 2 A NG
AAH Qo]
A | A%l WS A i
BA A Qg | A Edo] W
A | F  BAAAY A e
Ealo] WA g -
A Zol A

Collection @ kmou




(6) gl & ZI(consequence)
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Table 12 Semi-formal methods
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4.2.1 Hlolg {d/e9F =4

Aut lolE w7t 2Ee W(Streaming) WA HolE A5 S SR
o AdEr W Alz"le] WA B AF 2 &3 (Publish) WAAE A EsH
Ao Fig. 9914 B wkel o] AdHbe] sty A|SA 2Hd MQTT 347 ¢k
o) Wahr} mo} MQIT WAAE A5 BdshA HW FAAE SAAZRE
e AN fde] wlolE] Awel TEAA AL WAAE A2
Ho.

sd Request-MQTT ,J
Shipboard Data On-Shore Data
(Publisher) Server Server
(Broker) (Subscriber}
I I I
! ublish{Pressure=10. ! !
! Publish(P 10.0) 8. i
Publish(Pressure=10.0) :
L L—r]
Publish{Pressure=11.0} > ! i
§ Publish{Pressure=11.0) b[J_i‘]
| |
Publish{Pressure=12.0) F—L i
Publish{Pressure=12.0) s i
T e |
| | |
Fig. 9 Frequently publish of MQTT protocol
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Fig. 10 Time-Petri diagram of high publish situation
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sd Request—MQ‘l’f—Sug,gestion/

Shipboard System
(Publisher}

(Interval = 10sec)

Shipboard Data
Server

(Broker)

|
|
|
Set Minimum Publish Interval |
|
I

Publish{Pressure=10.0}

I
I
I
|
I
I
?]‘—_I Update(Pressure=11.0)

Don't Publish() .

Update(Pressure=12.0)
C

Don't Ii'ublish{}I .

c | Update{Pressure=13.0)

Publish{Pressure=13.0}

Publish(Pressure=10.0)

On-Shore Data
Server

{Subscriber)

Publish{Pressure=13.0]

Fig. 11 Sequence of minimum publish interval setting
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b EgshA Rokel BAE0l WolAr A9st AF AT AuelMe
Aot A A SAEAL P ABad, O AEADADH FelAo
2 %o dolH ole <8 Fig 12014 B wlsl 2ol RAIL WA
MAAE FEANA AHA B gl AF WAHA ek

Of

[

-

sd Ship-Shore Communication /

Shipboard System Shipboard Data on-Shore Data
{Publisher) Server Server
{Broker) (Subscriber)

| | |
| | |
| Publish{Pressure=10.0} | }
|
|
I

.

Publish(Pressure=10.0} e

Display({Pressure=10.0)

-

Publish{Pressure=20.0) e

4-.. i

Communication Fail
B]‘—_I Display|Pressure=10.0)

Fig. 12 Communication failure between ship and shore
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MQTT EEEE—OHH% FE=Ro A AFA Y= WAA ADS ¢ste] “@olof
gk e, Hol= g W, A & wolgke 37FA QoS(Quality of Service) |
He Aojsta ot

() QoS0 3 W AFstal AF oF< FdskA dom, whef AFo] Ay
st = AAEsHA =t Fig. 13049 o] 8= dHolHE =33 H
A AT AFe AgskA fa AAAE AATH. ILEJUE HAAA = 75
7eke] Aol FAAAY Aol Ao 7t ‘Z&*ﬂ%}% 5 HAAE E44E
Aoz FEAAA g W ALGEHAY M) AL 1 deoh &, “BWotof 3
W7 HEo] "o

ol

-

sd MQTT-QoSo )

b
| |
| |
| |
| |
1 |

|

|

|

|

o

|

|

|

|

|

|

; |

|

|

| |
| |
| |
| |

PUBLISH{Qo5=0)

|
|
|
|
{J PUBLISH()

Delete Message()

Fig. 13 Sequence of QoSO in MQTT protocol
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(2) QoSle H4& e AFE BAsHAN, FHIHAS &+ vk Fg
140l A e} o] Z@A7E FAANA wAASE BRI, SAAE F5AAA
ANAE Bt FAAE 234004 PUBACK HIAIAS B3 WAIAS A2
w2 €A Hi E3AE s WAAE AR SRR REeF o] PUBACK
HAZ 7 BAEAGH 32 OA HARAE S84 2 BolmnE F52t
ANA HAA 7L FEHE AL o= g W” & HIHh

[l

O

-

2 A

&
b

sd MQTT Qo51

pUbIISher

?j‘—_l Store Message()

PUBLISH{QoS=1)

C ; Store Message()

PUBLISH()

Delete Message()
[

PUBACK()

O

i Delete Message()

Fig. 14 Sequence of QoS1 in MQTT protocol

i
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(3) QoS2& Al AFT QoSlel & HEe EAHS sZstr] fsiA
PUBACK 3#4& 314 o]7(Hand-Shaking) el = WAsIAT. A A7F A
A& 418t PUBREC WAIAE E3AAl AEstal o] & T Sgo=

o® WAXE AARG. whef o] A A PUBREC #AIA|7F &4 =AY 8}
Hete SAAE ol BElte AMdS &3l JlonE FERAA A2 HiuX]
gornz “Aas 3k W HALo] Hn.

sd MC[TI' Qos2

PUbIISher

i i
i i
i I
| |
?j‘—_l Store Message() : :
| I
i i
PUBLISH{Q05=2) . : |
M I
i
;I Store Message() |
f |
PUBLISH() -'Elt]
]‘ PUBREC(} !
( ! |
PUBREL() ~ ! l
] |
I
Delete Message() :
0 |
PUBCOMP() |
) |
| |
Delete Message() : I
5; | I
i I
1 |

Fig. 15 Sequence of QoS2 in MQTT protocol
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MQIT Z2Ee E8Ast SA4 el FAEDC Bold 21g vhulshel
a9} A4 Aole BAL B ot YA OT HuelA of T

o FAEA TR 497} g

of
o

Al

L

Murel A Fale] Aol ol Fre AHL ol &F TA

FAASE FEA Aole] FAlo] AR MQIT Z2EZo|A 4 o3}

Bla=

H
s
rlr
o)
o
(@p]
2

At o] T2kl H@ B AP kA %n Yok THEE § =¥l
At Fig. 169149 2o 75471 2% WAXE F45% PUBACK WAAE
FAANA BN 2B WAAE PO FARASE Sl FAA} T
=2 Abole] AE Y Qe AN ABe T 5 AEF Hug Bt

sd MQTT-Suggestion )

i
|
|
|
|
L

PUBLISH()

' I
}_____

PUBLISH()

|
|
l
|
|
|
|

PUBACK()

[
|
|
|
|
|
|
l

Fig. 16 Suggest of error checking mechanism between ship and shore

PUBACK()
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Huto] gabs FAHEA

Dol A "Arh. MQTT Z2&EZ2 TCPEAlS 7|Wte g st Qe Fig 17
3} Fig. 1804 ¢} o] TCP 912 & FRE T HAE AT

filo
of
ol
At}
ofy
oo
of
>
18
o
u
™
iA
ok
X
n
q,
of
o
s
i3
o

5d TCP-Connect

“

| |
| |

| | ANWA

| b nd
| |
SYN_SENT ' SYN{Seq=n) '
SYN_RCVD
SYN-ACK(Seg=m, Ack=n+1)

ESTABLISHED u |
|
|
ACK(Ack=m+1) I

L] Q ESTABLISHED
|
|
|

Fig. 17 TCP connection process

oA ETL AWl H&E317] HsliAe FEeldEE AMlA A
SYN #jz< Ry $9& 71@3& SYN_SENT Arel7} "tk AH
St 9uE SYN-ACK #Z1-& ®$3ta SYN_RCVD ZE2 W
ZolAdET} A $HS AI8H ESTABLISHED Ael2 WA Auio
ACK #jZl& AFAl =i 11 o]F2REE dAZo] Polx . A dHolE s}
S 7HA =t
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sd TCP_Disconnect ;J

| |
I I
ESTABLISHED ! | ESTABLISHED
| |
| |
| |
| |
| FIN{Seq=n) L
i L CLOSE WAIT
| ACK(Ack=n+1, Seg=m)
FIN_WAIT 2 LAST_ACK
FIN{Ack=n+1, Seqg=m)
TIME_WAIT il
|
ACK{Seq=n, Ack=m+1) |
| CLOSED
|
|
Timeout() :
53 |
CLOSED |
|
|

Fig. 18 TCP disconnect process

Zejold BTt HEe FRal) %M: FeloldEs} Auo H4e ER
Szt FIN 922 448t Ams $4 ACK HZe o84 el wAx
2 B3 Aale] Eale] B wWzix kel CLOSE_WAIT Heiz wWr=
o ABelA mlol @ HolHE RF Rui Uw AWl ZejoldEd)
FIN 3jZ1-& BUA =i Fgho]dE= ACK #izlez 73 & TIME_WAIT
Fe2 WART SeholdE: U AZE o|Fo] $F W& T

e
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TCP A& H T8 AAE AH tolojasi o s YehdA Fig. 199 2131

Timeout after two maximum
segment lifetimes (2*MSL)

R ]
CLOSED
Timeout/RST Passive open Close Active open/SYN
LISTEN
SYN/SYN + ACK
SYN_RCVD SYN_SENT
ACK MK
ACK
Close/FIN ESTABLISHED
FIN_WAIT_1 FIN/ACK CLOSE_WAIT
ACK ‘} Close /FIN
ACK/ACK
CLOSING
FIN_WAIT_2 LAST_ACK |[—
k ACK
FIN/ACK TIME_WAIT
=
Fig. 19 Diagram of TCP state transition
oA EE AW FIN 33l ojxo] Bzl dlolg7}t gf9¢-8 A dojy =
Aol §4= sl AAEH] FIN WAL 0 ofFo] 548 & gorng o
A AT G AAE EAFT o HF S Zivgdn A g EgoldEs
FIN_WAIT2 Zgejol A AHZFEH FIN #j3& F4lst ¢ F FIN_WAIT JHE
A AZE T FATOEN AAAdH HAES FASE 7 A Aok
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24 £ ) o] Z(ephemeral port) B} E}e] 2}
o] AA AAHATH AANZ MW} ZEto|AETF Ho
AEE A7 Al A2 243 Sgo|AEZL o] FoA A At

Server Chiid
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
T
|
|
|
T
|

Socket()

gind()

; Listen()
; Accept()

Connect{) -.,L

o

st s et e e s e =
=

=
1 | {ﬂl

Invoke Child()

L
T

|
Send/Receive()
T

Send;’Receive{}

Fig. 20 Sequence of acceptance of TCP server
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kA Fig. 19o4 53 viel Zeo] TIME_WAIT Jel= d2 T84 254
o= A gytol lom, 53 Au o] TIME_WAIT7F @A =HH 44 Azt
¢ FEHE AL Hed 2 ETdESS] AR FEUG AHS
TIME_WAIT7} ARG, Aol Fap7t 2 Pk ofyzl Hobeo| A5 2

o] A4

EATABLISHED LISTEN
Client Connect
* J L
Connection Dro
P Open
TIME_WAIT w ( CLOSED
Timeout
® @ o

S 7"

Fig. 21 Petri-Net diagram of frequently reconnect situation

Fig. 21¢] A EZUl toloj Lol A e} o] 748 = U= Add TCP 2E
= 10700 A&bellA 22 AgEo = Qs TIME_WAITA Sl= Akdo]l Sofut
l H A2 dA0] A=E W 7S o e Aol #Fst ¢ oY <
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A& AEste AT SZToIAES] HAo| oEsEE A
M1 9= TCP LE Ao 12-e wAsk= dho] st} o]
o &= Fig. 2201419} 7o) TCP ZE AP 124S WA sta WM
A3 AW e HF3 FetE dgstr] fste] Ao AHE A A ot
S| EA Aol Aol FRHGGE HlE AP LA Fa A Al

T APLE T & YT = MAUZS AL

rﬂ\lfﬂkﬂi

sd TCP-Suggestion /

Client Server

I
|
JI__'. Drop Connection()

Set Timer{Interval=300sec)
C

Timeout()
| ] ;

Connect()

"

Fig. 22 Improve of reconnection sequence
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4.24 AN 2= o]|F3}

SO 1984704 &= HTTP 2 MQTT AMHIAE i Auto] MHE FAS=
2 g73al 9t} Fig 2304k o] Au 2 & 2 Ayl
Auol H&ska, Aduk g Zh Alxdle FJrHAFo] IAStE MW E uo)
HE AFstAY §49 dHolH &Aoo Jow HolHE X35t FEITh
ghoF Aduk W A ZAI7E S Aol A R A 2"y S Al
He AdHow s FolAR, WAIAZE HEHA Xsta dAAo] FEEHO

E BAZ SR,

=
AC)

sd Redundancy /J

Shipboard Client Shipboard Server Gn-shore Client

| Connect() )

|
|
H( ,,,,,,,, Ac ceptﬂqj :
|
|
|
|
|

|
i . Connect() |
|
1 u _________ FEREHHT . ;U
|
|
| | |
1 Update(Data) = } }
i -f |
| | Request() 1
; -
I
| u_____ _ Response(Dats) _)H
|
I
| I |
I I I
| | i
|
: FP‘—_l server Failure{) }
| I
| |
| |
: Update() }
8] D I
I
I
I

E"—_l Drop Connection(}

[Fl Drop Connectionf)
i

Fig. 23 Termination of connection due to an error of the ship server
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ol & didstr] s Aol olFTEE MME FUIE AXAstaL, Ad AH e
& El 71H o2 ARG, wEeF A £A7F 2ASA HH ol s
of o]Fstd Rz AMWrt AW Jde thilsiAl Hof AEHZHA AHI=E s

a7 s,

il

ﬁ TR
N

sd Redundancy- Suggestlon

Shlpboard Client Shipboard Server Shipboard On-shore Client
Redundancy Server

Connect(}

| Connect(}
T

fr—— :
i A
|
|
|
|
l
|
l
|
|
|
|
|
l
:
|
H
_i!;.i__
::
I
|
I
|
i
|
I
|
I
|
|
|
i
|
I
|
\Ir’

L
|
|
; Server Failure()
|
|
|
|
|
|
|
|
|
|
|

Resguest Alive()

Change Active(}

Fig. 24 Countermeasure in Server error situation through system redundancy
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UA 418 M= €94 ZYUHY ZFAEL dolfH w3 EFA ISO 1984790
s HAZOP #}A S 53 =&d et o] o2 ohdt) Ao tis] Ay Rk
3, 42480+ WHAYEV|HES o] &35t HHOIAS FAF R EAs] 4714

AP dagds AAsA T

rr

ol 43-eNAE A AT A AP e w sz azE
dol oblEAE FHste] HASE e tED JYY Ta

dEEF 249 APE AUS A& opIEAH HAA A aeE o]}
e E PR Fojx 431™oAN AHala, LFE WAUESI A 2E olF
3= 1 Hol ¥xe A2 Yol dusirt

431 "ol {l/&¥9F =4 & AFS WAUS 44

MQTT =z %+ Fig. 259} o] 2dlo]E°] Fixed headere} HWAIA FFH
(Message Type)ell wte} 23+d 4 & Variable Header ¥ Payload® o] %

A At

Bit 7 6 ] 4 3 2 1 0

Byte 1 Message Type DUP Flag QoS Level RETAIN

Byte 2 Remaining Length

Byte 3
Optional: Variable Length Header
Byte n
Byte n+1
Optional: Variable Length Message Payload
Byte m

Fig. 25 Structure of MQTT protocol

2nlo] E 9] Fixed Header= t} Fig. 263 o] AHeolFo] lom AAZ A&
¥+ ¥+ Message Typed} Remaining Length Z=o]w, DUP Flag, QoS
Level, RETAIN B =+ AME3}A] &=

Collection @ kmou



Bit it | 6 | o ‘ 4 5 2 | 1 (o}
Byte 1 Message Type (15} DUP Flag QoS Level RETAIN
1 | 1 \ 1 ‘ 1 X X ‘ X X
Byte 2 Remaining Length (3)
0 | 0 l 0 ‘ ] ‘ ] ‘ 0 ‘ 1 l 1

Fig. 26 Structure of fixed header

Variable Header= t©he Fig. 273 7o) AHolgFo] 9o, H4 HT Iulo]E
of AAE gk 2ulo]EE FAH T

Bit T 6 s 4 3 2 1 0

Byte 1 Configuration Code

Byte 2, 3 | Configuration Value

Fig. 27 Structure of variable header

Fig. 2604 3 A% Fixed Header®] Message Type-2 Table 133 o] A2l
o SltH14l

Table 13 Definition of message type

Mnemonic Enumeration Description
Reserved 0 Reserved
CONNECT 1 Client request to connect to Server
CONNACK 2 Connect Acknowledgment
PUBLISH 3 Publish message
PUBACK 4 Publish Acknowledgment
PUBREC 5 Publish Received
PUBREL 6 Publish Release
PUBCOMP 7 Publish Complete
SUBSCRIBE 8 Client Subscribe request
SUBACK 9 Subscribe Acknowledgment
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UNSUBSCRIBE 10 Client Unsubscribe request
UNSUBACK 11 Unsubscribe Acknowledgment
PINGREQ 12 PING Request
PINGRESP 13 PING Response
DISCONNECT 14 Client is Disconnecting
Reserved 15 Reserved

2 =EZoAe dHoly d/EdE 24 ¢ AFPE AAUESS F 887 Slst
of defo g FAA Fixed Header2] Message TypeS Table 149} o] A
9)&}ar Variable Header®] Configuration CodeZ Table 159} o] A ¢jgit},

B =
L

o] =
AA

Table 14 Additional definition of message type

Mnemonic

Enumeration

Description

MQTTCFG

15

MQTT Service Configuration

Table 15 Additional definition of configuration code

Mnemonic Enumeration Description
Reserved 0 Reserved
PUBMIN 1 Minimum publish interval(seconds)
Minimum reconnection interval(seconds)
RECONNMIN 2 .
: When TCP connection lost
A= 24 93 H4 =3 (Publish) F715 A7 Ysi-AE= Fig. 28
I o] FFolJEV AWE HEES AEsta Awrt dde T oF
PUBMIN-S A4 5 =(Configuration Code)Z 3}e] MQTTCFG WA A S Z&to]dd
EE AF3Th mRVIA R A s FEO|AES] HA AHE AERAES AF
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3l7] 918led RECONNMINS AA A== 3te] MQTTCFG WAIA S FgoldE
2 AL AuEs ZgoldEe EH Q3 S AMd wAEr] Y& A
& Ay 3 atE Ao WARAE FA5EE s}rq MQTTCFG WA A= A3}

= oo T
FGolAES AT 4 JY=S Fh,

mel AR S Sasta Aurt

sd PUBMIN -

Publisher{Client)

‘ Broker{Server)

CONNECT()

CONNACK()

©

opt Connection Accepted /
[Retlirn code == 0x00]

MOTTCFG(PUBMIN)

e

opt Connection Accepted /

[Return code == 0x00]

MOTTCFG{RECOMMNMIN]
_E] L
I
|
T
|

Fig. 28 Sequence of applying minimum publish interval and

reconnection interval
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432 L7 WAYEF 24

MQTT Z2&EZL HolE o A F541e fste] QoSE 7 WAAS

Belsta itk B =RAAE /129 QSE % MQIT Z2EZY 7233
nRe Tl AHgeta, AR PR NS At@h

QoSE 913+ PUBACK ™Al x| o] Fx+= Fig. 299} Fig. 30014 RE nle} o)
Fixed Header®] Message Type2 PUBACKE ¢|v|sl= 4= A A %31, Remaining
Length= H ol U< Variable Headerd] =719l 22 AAH® ywz IcE= A}
|HA geoh

Bit i 6 b 4 3 2 1 0
Byte 1 Message Type (4) DUP Flag QoS Level RETAIN
0 1 0 0 X b X b
Byte 2 Remaining Length (2)
0 0 0 0 0 0 1 0

Fig. 29 Structure of fixed header of PUBACK message

T3, Variable Header= PUBLISH WAIAE 2 u] AL8-39 W Message ID

£ AAste &g WAAIE & FAHENES SEH
Bit 7 6 5 4 3 2 1 0
Byte 1 Message ID MSB

Byte 2 Message ID LSB

Fig. 30 Structure of variable header of PUBACK message
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B =2A Adstna ske Qosel AApA el Z|E ofojtiole 75
A7} PUBLISH #wlAIAE &2 £ & F4la ke & wARA(PUBACKE &
AR $AFES 18R s 2ol
Aol A EH WIAAE FAF Fol vpE HAA

TFEA7E 29 WAAE ©oH PUBACK ¥ A
il %‘—ﬁlx}% TEAZRE PUBACKE 418 w71x
B

rr

71&2] QoS1& %ﬁlx}-ﬂ
AA A A R, A E R
E ZAAANA A8

IAAE A8 e

rlo -ll'ﬂ

l

N

)

sd MQTT-QoS51- Suggestlon

pUbIISher

pstore Message()

PUBLISH{Qo05=1)

|
|
[
|
|
|
|
-

Store Message()
C

PUBLISH()

PUBACK()
(e

Delete Message()
C

J
|
|
|
|
|
|

PUBACK()

o

i Delete Message()

Fig. 31 Suggest of QoS1 sequence in MQTT protocol
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71E2] QoS2e SAATE FEAANA EF WAAE T4
ANAE Tl FAAY ERAZEE HAAE F FEATE WAAE AS

stz 7o) WE $wo g PUBREL WAAS 4

rf
o

o PUBREC ™|

WA E A

stgt) &AW A Qoslol A eF mpRr A2 FTE=EAZEE] PUBACK WAA &

o] g3l FEAF WAAE F FAFATE §ES T2 T HAAE AAEIE

= AxE wastgn.

sd MQTT-Qo52 Suggestlon

[
|
|
|
Jgj‘—_l Store Message() :
|
[
|
|
|

PUBLISH{QoS=2)

PUbIISher

i Store Message()

Delete Message()

L
PUBLISH()
PUBREC()
™ ]
I
PUBREL()
L "0
| I PUBACK()
I B
I
i ; ; Delete Message()
I
| PUBCOMP()

Fig. 32 Suggest of QoS2 sequence in MQTT protocol
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AME ol F8ste] shtel el EAI7F B T s AWt b
o] MEAE AHAA Tt AL 2L WYolth SAW Zeagdow 2
o] QA AFE Auo] TCP AZo] Hof QY3 o]& FRFT A AH&3}
touAYEe] Bashl Atk o)k FgoldE xzade] THL B
]_

ks
A me WAAE Fig 33oﬂxm 2 ojg) o
Aste] QA VEYD BHL KA, Aol AxY 0F EE e
of OF 5o Ax¥ Aozt RS HAE FYHoE TEHE
A

NE o) ABIAE AL AR 2T FsEES ST,

i fffff
/\ ,,\ :@‘
Active Server
“— — «—» —
v / 571§}

AR} Internet 2oy mma

(L4/LT)
i/ Standby Server S

Fig. 33 Concept of Load Balancer

2= WANY} 24HE seHozE A7 AAs R e #1449
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Q3tA At AT, A AH 2o AFH A 2"le] HRS 9135}
1 E =4 5| AFE 2] 3] (BIMCO, Baltic and International Maritime Council) % <%=
A5(LR, Lloyd’ s Register), ©]=r415(ABS, American Bureau of Shipping)& A}
ol HQko| #AZ ThFF AHES vwhHEst lom, ol AFE] AHE
W B =Fo|AE Fig. 349t o] 2t WAME o] &3 A|xH] o]F3} of7|H
A& Abet

A,

E Shipboard Server =
Shipboard Client g %
4 S N —x

" 7
Q Load Balancer

On-shore Client

i

)

—1-

i

Shipboard Database

Shipboard Server

Fig. 34 Architecture of system redundancy
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sd Suggestion /l
Shipboard Client L7 Shipboard Shipboard Shipboard
Load Balancer Serverl Server2 Database
T T T T T
| | | | |
| | | | |
! Connect() o | ! |
| | |
Check Server Status() : : :
| I |
; | | |
| | |
C | | |
Connect() = : :
| |
| |
| Acoept]) | .
| |
Accept| | |
4,,,,,,57“ ***** | | |
L | | |
T | | |
| | | |
| | | |
| | | |
Update(Data) I : : :
| | |
Check Server Status() : : :
1 | I
i | | |
| | |
C | | |
| | |
Update(Data) _ | y i
Update(Data) - I
T
l
|
|
_____________ I R
|
e — j :
,,,,,,,,,,,,, | |
< i i i
L L [ | |
: : : Server Failure() : :
| | DD‘—_I | |
| | | |
I | | I
I | I |
| l | | |
| | | | |
| | | | |
| | | | |
! Update{Data) ! : : :
| | |
Check Server Status{) | I [
| | |
| | |
| | |
[ | | |
! | |
Update{Data) ! |
T L |
| |
| Update{Data) |
|
|
|
¢t e e
I
o s e !
|
ISR : . :
T T | | |
| | | [ |

Fig. 35 Error handling procedure by system redundancy
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As5Z A" 7E 2 AF

PEZo) s LS Table 167 Zow, MQIT
370 SholB gl Mosqu1tto9Jr QI A2 B =R AAG Fy= AAs
o5 o] B g S ARRSATH
Mosquitto gfo]lBelgle] &2~ I x5 7|Hke] CAAE ZAdEo] Qo
A9z SAHAA ARLE ¢+ UA=F NIPC 2 /ME=+9 SA4E4AHS |
743ted Visual Studio 2015 7oA olneg s +4 2 AAHAT. H4FS
$3 MQTT SAA} 234 9 F5x9] S8 =213 Microsoft Visual
Studio 2015 %74 NET Framework 4.5.2 7]4ke] C#dolE o] &3}
Windows Forms -§--8& ZZ a3 o2 7)d3tH o).

Table 16 Software development environment

Item Environment
Operating System Microsoft Windows 10 Professional x64
Development Tool Microsoft Visual Studio 2015
Development Language Microsoft .NET Framework 4.5.2 Based C, C#

Mosquitto v.1.6.7
pthread-win32 v.2.9.1
OpenSSL Win32 v1.1.1d
libwebsocket v2.4.1

External Library
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>

| 2=

)

o

< AYste o B8 Eﬂié vk (Barge)d 4 4kshE A 7HA] 2~H,
12 A) E(Inmarsat) FB-250 H AE
stRow, B =woA M Az ES
A APt 2PS A=
AAAE YA QAL E FB-2500] AX
o] FASAE A} FASHA FA AT
Fig. 369 FA =04 X uie} Zo] HAE niA| A oA AXH ikstE A
7+ A 2="(SOx Scrubber)ol A A 3E dHlolH &= MQTT &35 A MQTT &
Aol Al dEdEtt. MQTT SAAE AZEAME FB-250 T4 o] &3t S4
o) FEAA WAIAE HEI

Py

o

Test Barge Ship Land Office
Satellite System On-Shore Data Server
. Inmarsat FB-250 MQTT Subscriber
4

Shipboard Data Server

MQTT Broker

—

Shipboard System
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Fig. 36 Diagram of experimental environment
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Fig. 38 Device placement inside the control room

Fig. 39 MQTT subscriber devices in an office environment
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Fig. 40 Screenshot of MQTT Publisher
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Table 17 Experimental variable of data input/output control
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Fig. 43 Experimental result of data input/output control
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Fig. 44 Results of applying error checking mechanism in QoS1

giojg &%)
120

100

L

Day1 Day2 Day3 Day4 Day5 Dayé Day7

8

[aw]

6

=]

4

[}

2

—

m7[E mA

Fig. 45 Results of applying error checking mechanism in QoS2

Collection @ kmou



w3k A3 1463 T1HATON A B mpel o] oF 34KBytese] F7HZ Q1 © o]
& st = QoS1# QoS2e] WiAUZE Apol7t YAE

A B 9 FAL gonw HolH AgFds MuE 9B T4 o

4|og At22HKbytes)
350

300
250
200
150
100
50
0 p i

Day1 Day2 Day3 Day4 Day5 Day6 Day7

m7|E AT

Fig. 46 Result of data usage applying error checking mechanism in QoS1

oiolH At (Kbytes)
350

300
25
200
150 1 i i
100 - - -
5
g - : i E

Day1 Day?2 Day3 Day4 Day5 Day6 Day7

faw]

]

mI7|E mA

Fig. 47 Result of data usage applying error checking mechanism in QoS2

Collection @ kmou



543 AHE WAUE H&

gurr o g MQIT T5A= dZdo] EBojde 7AR3H d24&
3 mtE ARLetEs AxEOE AAY
= NS SAAAZ AT £ JdEE AP, 12 <3 doly At

y A
£F Agael TCP XE AMS#H-S &R1str] 913l Table 199} Zo] A4
= A

o] A@A MQIT #+5a= dHde] Bolde AT H 0% F712 Ad
Adg NESEE AAFH doH, AL F71E SAAHAMID bz A
3 A%t vt Holy ALEE B ddE TCP £E 9| W3E duu7]
= 3t}

Table 19 Experimental variable of reconnection mechanism
SHHST AHE F71 0 30%, b&
FEHT o8 A&, ddE TCP XE
ZFA|(Topic) &% : Y&
SAAF
QoS # : QoS0

Aol A3 A% 2718 022 VAT AL AAL A7 A8 BT
P 131KByte® A3 2 HAT 5 Atk weol AHE 718 58
o% WAY A9 Y BF Holy LmFo] 3Kbyte® HAINAUT. FLF
e AREL 98 271 FEA A4 ojs) AHHDL vHolE ] Au
2 FAAT AT & o B =EoA Adsis BAe AeToEA
FAAT dlolE 2BFS Aol@ 4 Urks Aol

Collection @ kmou



HIolE A2 2 (Kbytes)

160

140

120

100
80
60
40
20

0

Day1 Day2 Day3 Day4 Day5 Day6 Day7

m30%X m5E

Fig. 48 Result of data usage applying reconnection mechanism

TCP X E7}
o % x4

O

Y
>
fr

FRAL FEAT 2 SHAT EAHEE o3H
ggsolol B} AT Fig. 470149 o] F4l %
MAH R AWE So) ol Askd IH
b el B 2 97 HAUTh = FAR
53 ¥PE TCP ZE 57 g2 FUsAr

[*]

d
=

=6}
o

I

o M4 T

o,
o

b

20

18

16

14

12

10

8

6

4 I i L1

I EEEEERE

0 | - | | ===
Day1 Day2 Day3 Day4 Day5 Day6 Day7

m30%E m5E
Fig. 49 Number of ports allocated of applying reconnection mechanism

Collection @ kmou



AeFd A8 R FF AT

A A 3 A gA R Y 87 7F wobAEA AHkE AH A
£ EAZ HAsE FEE shAY AUHAS S8 Agsid 7E 3

ofuf AAR A Fe dANM BB R Stal AAR A F3 A ERARAE

S Holg T4 ZREZS 7Nto R Fiste #ElstE e

o ofell me} [SOcl M= AMA2EE2 tolHE 33t

gst7] §% sidEole I/ FEFESQ ISO 19847/198482 2018 10%01]

2

o
kg

2
rd

(i
Al
2
X

ISO 19847/19848¢] 2 @Agol HEH 7 o] A 2ZE O]
o4 HAZOP el S84 B2 +a3te] 913 2 by
g

N
tlo of rf
2
o
o

rEL rlr

b
o M)
ol
R
)
b
e
0,
=
fu)
i
2
fu)
:?L_',
&
@)
(@)
o
&
o
lo
L
o2
o2t
i

Mg &N &
]
nl

I
i
o
=
i,
ol
>-R
b g
o
i
==
o
il

£ AFsAH

[e)
E2o MQTT 7]4t ﬁ‘ﬂ# NzE 9ARYE
A WA FAA @ AdE T HAL F
ZAAS} FEA Aole] QoS w7

_/_‘[:
FAAC 4B AHE 77 4 TG FA ASF &
&

A 2 T

2 . vpAu o WA AW ol F3E B8 Al2e) dAH TFold
A8 vA|(Barge)doll HAl &4 F< AEAME FB-250 A8 FAI G 4ks)

T AZA2EE o83 AW Eal A WAA Al WAzl Ake TeA

O

| A< AFstalon, vl WA Ak oo EARE HSehA Xkt

Collection @ kmou



B =FolAE EC 615089 71544 B/E B8 AzEe] sso] G4
% 9199 BT EC 61508 EZoAE= 715ty FRE 93 S

GFJAR, FAA] Aol g GAls SASA FAT. B =2 §

& zA/af| ok Bofol A [EC 61508 718 AZE o] 7|5¢hdA FRE 93 A}
g dF(Case Study)7b HAS Ao = ATt w3, B =R Aekst

Aest A28 Fajol 1O 19847/19848 7]uke] 97 mUEHY SAEL T
E o Qo] g0l B o sgdh

Collection @ kmou



ol
o

AuvEar 3 8

=
=

dA 1 A7)

A

o Az

S

T8

1 A717}

3t

k<)

.ﬁ_a

AL b HATE Azkel ThAl A= ojst

N
=

.

Y
Fa A Ao @4l o

3|

2=
=]

2

A3ha

%

ul o
= =

| —
T

B AzE AUE ohlA nun

3

HFEAL HOE oyt

E o]
%4

3L

o] Bokd AHolA A&

al

ol

o

—_
file)

o] A A
7N zLo) 2} A AL 2 A €]

=
-

23

| 2o 7}

9]

W, FEHEQb T

~

=

Tor

A Q1A MEC)A F7FF WhAN,

ok
5

3

ol o

N Abel Bg AU

A, P

g YoF

A Eto 2 A

_
o

o

oo

—_—

o

Ry
J

oA Aol whg-g A

A&

’

Al g A, A

Collection @ kmou



%, pp.115-122
[2] wtale), b, AR, 2018, 8, A& =9 Bd UeAY B AT, B
S k52l el AT 2018-07

[3] o]&2d, 2018, A&-&3FaluK R EAN7|%E3] 1783, pp.20-26
[4] o]gd, =4 -

RS

A A28 4%, pp.10-22

o]
Q-
6%%—]1\;}_—

o, Gl g 2ZEY O 7eddAH FRE AT
JE4 &4 ﬂ%‘ OAY Z)l =38} 3] =&

Z], Vol. 18, No. 2, pp.393-401

YEH LLE

TEgel aTEH

[7]1 &), 2019, ISO 19847/19848 7]k A5 doly ¥ A" 2 RYEY
LAl E AR, DAL T A

=
Y I

[8] ISO, 2013, 1SO Std. 19847, Ship and marine technology-Shipboard data servers to
share field data at sea

(91 A8+, A&, 2014, 715+ f3 [EC 615089 b4+
HAEEEAT A14A Als, pp.8l-91

l

(10] AR SAAE21E, 2016. 11, SWAIE - bAAH R E 93 &5 7t

[

[11] IEC 61508, 2010, Functional safety of electrical/electronic/programmable electronic
safety-related systems. IEC Publication

[12] o] &3], 2002, “A|F

N
FASEH ]

AR A", CEAZEE o}t

[13]1 IETF, 2013. 03, RFC 793 - Transmission Control Protocol

[14] ISO/IEC, 2016, Information technology — Message Queuing Telemetry Transport(MQTT)

Collection @ kmou



	1. 서  론 
	1.1 연구배경 및 필요성  
	1.2 연구목적 및 범위  

	2. 관련연구
	2.1 선박 IT융합기술 국제표준화  
	2.2 조선/해양분야 소프트웨어 품질관리 표준화  

	3. 원격 모니터링 플랫폼 요구사항 분석
	3.1 ISO 19847/19848 요구사항 분석  
	3.2 IEC 61508 요구사항 분석  
	3.3 위험 및 운용 연구(HAZOP Study) 절차 분석  

	4. 선박시스템 원격 모니터링 플랫폼 설계
	4.1 ISO 19847에 대한 기능 안전 평가  
	4.2 반정형기법을 이용한 위험성 감소방안 제안  
	4.3 원격 모니터링 소프트웨어 아키텍처 설계  

	5. 시스템 구현 및 검증
	5.1 개발 환경  
	5.2 실험 환경  
	5.3 시스템 구현  
	5.4 실험 및 검증  

	6. 결론 및 향후 연구  
	참고문헌   


<startpage>13
1. 서  론  1
 1.1 연구배경 및 필요성   1
 1.2 연구목적 및 범위   4
2. 관련연구 5
 2.1 선박 IT융합기술 국제표준화   5
 2.2 조선/해양분야 소프트웨어 품질관리 표준화   7
3. 원격 모니터링 플랫폼 요구사항 분석 9
 3.1 ISO 19847/19848 요구사항 분석   9
 3.2 IEC 61508 요구사항 분석   12
 3.3 위험 및 운용 연구(HAZOP Study) 절차 분석   14
4. 선박시스템 원격 모니터링 플랫폼 설계 18
 4.1 ISO 19847에 대한 기능 안전 평가   18
 4.2 반정형기법을 이용한 위험성 감소방안 제안   26
 4.3 원격 모니터링 소프트웨어 아키텍처 설계   44
5. 시스템 구현 및 검증 54
 5.1 개발 환경   54
 5.2 실험 환경   55
 5.3 시스템 구현   58
 5.4 실험 및 검증   61
6. 결론 및 향후 연구   68
참고문헌    71
</body>

